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NPS Data and Systems Stewardship Policy

References: 

Clinger-Cohen Act

OMB Circular A-16 Revised 

OMB Circular A-130 “ Management of Federal Information Resources”

NPS Information Systems Life Cycle Handbook

NPS Natural Resources Data Management Planning Guidelines

NPS GIS Planning Guidelines

NPS GIS Specifications 

CobiT: Control Objectives for Information and Related Technologies comprehensive guidance for management to align information technology with their organizational mission.  An important element in this function is ensuring that adequate controls are present.  The CobiT Framework provides a tool for the organization to facilitate this responsibility.

NPS Information and Spatial Systems Development and Management

The National Park Service (NPS) will use current data, metadata, and software standards, life cycle management, as mandated by federal, DOI, and NPS directives for information and system development and management. Because 80 - 90% of NPS data is spatial or can be related to a geographic location, Federal Geographic Data Committee (FGDC) data and content standards for metadata and NPS geographic information systems (GIS) guidelines should be implemented consistently to promote enterprise data access and use. Spatial information and systems enhance e-gov initiatives, make NPS information and services more useful to citizens, NPS operations, support decision making, and enhance reporting to Congress.  

Many guidelines, standards, and policy are in development at this time.  There is a new requirement to comply with the NPS Information Technology Investment Board approval process for national systems (see Appendix 1).  Technical and detailed NPS GIS specifications and recommendations for field data collection, data production contracts and standard software are available from NPS GIS and FGDC web sites and technical support and training is available at regional GIS support centers and some program GIS centers. 

NPS software standards are Microsoft Office, Lotus Notes, ESRI GIS products, and ORACLE.  Enterprise license agreements are in place or are being arranged for all these software products and should be used as much as possible (See Appendix 2).   Purchase and development of propriety software and data should be avoided as it typically incurs additional costs for use, integration, continued maintenance and development and may limit widespread NPS use due to licensing restrictions.  

Database structures and models should be relational with key and attribute entity fields.  Relational databases allow true integration and efficient search and query.  Locational data fields and accuracy requirements for geographic coordinates as described in GIS specifications are mandatory for all program and park data. Data that is scanned or automated will also be geo-referenced in accordance with GIS specifications and documented using FGDC metadata standard. Where specific geographic locations cannot be collected, the park ALPHA code will be included. 

NPS data and system developers should communicate servicewide projects or implementations to the Office of the CIO to coordinate review and approval via the IT Investment Board and other program offices.    

NPS data stewards are organized in respect to national program, regional and park priorities and data and system development.  
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Roles and responsibilities of stewards include but are not limited to: 

1.
Collect, maintain, and disseminate data and metadata: All data should be shared as widely as possible unless protected by legislation or the Thomas Bill in order to comply with the intent of FOIA and other federal mandates. When Internet distribution is not an option, programs may request reimbursement for media used to provide the data on. Data stewards are mandated to post metadata about their data to the GIS Clearinghouse.  Information about planned servicewide data development efforts should also be posted on the Clearinghouse and NPS staff should check the National Spatial Data Infrastructure (NSDI) and other data warehouses for comparable data sets that could be utilized in lieu of new development. The NPS GIS Clearinghouse is a node of the NSDI.   

2.
Integration:  Until a NPS Enterprise Architecture is clearly defined and documented, all systems development should adhere to using NPS software and data standards, and reduce duplication of data collection, data purchases and system costs through coordination and the use of open system technologies.  Proprietary data base models and program coding, and other restrictive practices should be avoided in order to promote data and system sharing, multi-use and a reduction in costs.  Database linkages, interfaces, server configurations and integration efforts should be addressed and designed with respect to park, regional, national and public information and product requirements. Partnerships for data and systems development are encouraged.   

3.
Legacy Data: Stewards are responsible for preparing valuable priority legacy databases for reference and use.  Legacy databases should not be deleted or retired without the CIO’s approval and then should be archived according to National Archives and Records Administration policies and methods and agency record schedules.  

4.
Life Cycle Management: Long term (5 years minimum) planning for update and revision, archiving and backups, and general system development is required. All data and metadata on the GIS Clearinghouse is backed up and archived for off-site storage on a periodic basis.  Data stewards are required to do the same to limit the loss of data and systems and secure the NPS investment in such. The Denver Service Center, Technology Information Center is the centralized repository for NPS data and information, imagery and aerial photography and can assist with long term archiving at the as needed. Regional and program offices may also offer offsite storage of backups.

5.
Standards: development of system and data standards such as data dictionaries, key words, file naming conventions, unique feature ID codes, and definitions are required and should be reviewed and approved by area experts as well as GIS or Information Management Councils as appropriate.  FGDC standards should be used whenever possible and where modification is required to fit NPS requirements, should be cross-walked to national standards to ensure aggregation of information and consistency for inter-agency collaboration.

6.
Secure and properly protect sensitive data and systems: proper network, computer and related security must be installed and maintained for all but especially, sensitive and classified information in accordance with federal, NSA and DOI mandates. Special considerations may be needed for new mobile and wireless systems, some of which are covered under the new NPS OCIO policy. Data stewards will protect personal privacy and maintain confidentiality fully covered under federal policy and law. Sensitive data and systems are not exempt from metadata, life cycle management, and other requirements applied to non-sensitive data and systems.

7.
Budget: Stewards will develop Exhibit 300 or capitol asset plans for servicewide data or systems for systems costing over $1M annually.  All systems must include the necessary resources for data collection, processing, metadata creation, integration, and life cycle management in budget requests and planning documents.  

8.
Infrastructure: Stewards should strive to coordinate data and system development in a manner that complements other NPS and partnership efforts and eliminates duplication of effort. Open systems of a horizontal or cross cutting nature are to be encouraged; stovepipe or narrow scoped vertical systems are generally discouraged.  Stewards will support training, guidance, computer and data acquisition, automation and digitizing of information, and support to parks and other NPS offices for quality assurance, contracting, developing and managing data and system assets. Due to the decentralized nature of the NPS and bandwidth limitations, more than one method or type of data system may be required to meet current data access and processing needs.  

Data Stewards are appointed as follows:

ADCR- Cultural Resource 

ADNR – Natural Resource Information Division, Joe Gregson

PMIS/

Administration –  

Operations – Incident and Reporting, 

WASO Facilities Management - 

WASO Lands Division - Tony Marshall, Chief Cartographer

WASO Trails - Helen Scully 

Regional GIS Coordinators and I&M Data Managers 

Appendix 1:

NPS Information Management Council

TEMPLATE –IMPLEMENTATION OF TECHNICAL REVIEW ROLE

Who/What must submit to be reviewed?

· Standards

· Policies

· Initiatives

What/Where should they submit?

When:  Timeframe for decision

Mechanism for rapid review

Mechanism to document decision

Point person on IMC

Business Reason/Case for System Summary

Bandwidth Impact

Integration with Other System(s) (data dictionary)

Data Duplication Reduction/Elimination

User Training Plan

Testing/ rollout/parallel

Hardware/Software Platform Description

How to Manage Change/Maintenance/Upgrade Process

Cost (upfront and total over time)

Lifecycle costing

Impact on IT staff

User support plan – How user issues are resolved?

Security

Does the initiative meet enterprise architecture plan?

Does the initiative meet goals within the strategic plan?

Data management plan

· Archiving – Getting to the right people

· Quality

Executive support at the Associate Director level for the proposal

Integrated project team created for this proposal

Exhibit 300 (over $2 million for the lifecycle)

Funding approach

Description of the lifecycle of the planning process

Appendix 2

For information on ERSI GIS software licenses contact your regional GIS coordinator or Leslie Armstrong

For ESRI GIS technical support call your regional GIS coordinator or the following contacts:

For GPS technical support or equipment/software purchasing guidance, contact Tim Smith

For Oracle software, contact Sue Hawkins

For Microsoft office call 

Lotus Notes   

